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1. Summary of the impact (indicative maximum 100 words)

Integration of administrative and population data sources (eg medical records, household
composition) is pivotal for evidence-based policy making. However, access to, and use of, linked
data types is hampered by data protection regulation.

The Administrative Data Research Centre Scotland (ADRC-S) has developed a set of measures
enabling enhanced, legally compliant and secure access to sensitive personal data for
professional training purposes and evidence-based policy making.

These ADRC-S innovations have enabled training of the next generation of professional
information and data scientists, enabled the provision of novel data analysis forums. Their
generation of experimental data has informed evidence-based policy by UK government agencies,
police forces and the National Health Service, and their work on grouping populations into
‘households’, notable care homes, proved critical in influencing the Scottish Government’'s
response to the COVID pandemic.

2. Underpinning research (indicative maximum 500 words)

Authorised use of linked whole population data, though potentially extremely powerful, has been
limited in many settings, nationally and internationally, by informational gaps, data protection
regulations and privacy laws. The ADRC-S has established a series of foundational research
programmes enabling the introduction of novel data access and linkage approaches for the fuller
integrated use of routinely collected health and social administrative data. The key underpinning
research by ADRC-S, led by Professor Chris Dibben, is summarised below.

The legal concept - Functional anonymisation.

ADRC-S has developed the novel legal concept of functional anonymisation [3.1,3.2] for a
dataset containing personal information, which enables its treatment as legally anonymous if it is
‘not reasonably likely’ rather than ‘not possible’ for a person's identity to be deduced from the data.
Hence very detailed information can be released to analysts legally.
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The digital security concept of ‘embassy safe spaces’ — SafePODS.

ADRC-S have developed a novel concept of ‘Embassy’ micro-safe infrastructures (SafePODS)
[3.1] which provide a fully controlled and consistent environment for data analysis remote from the
main data centres but controlled by those centres — allowing the data to be treated as functionally
anonymous because of the controlled environment.

A statistical method for jointly analysing datasets held on offline servers — eDATASHIELD.
A capacity to combine datasets is crucial. This increases the size of research datasets and enables
comparative research, but legal restrictions can prevent agencies sharing data across borders. A
statistical process and software programme in R has been developed to allow remote and non-
disclosive analyses of sensitive data to be carried out via the eDATASHIELD protocol [3.3]. The
protocol exchanges non-disclosive summaries of statistics between agencies, making it possible
for exact statistical results to be calculated.

Software and statistical methods for producing synthetic population data — ‘Synthpop’.
Synthetic data allows the widespread release of otherwise sensitive data. It mimics the real data
and preserves the relationships between variables but is safe to release because the data is
‘artificial’. Whilst a developing area in the literature, there were no software packages that could
be used easily to implement these methods. We resolved a number of significant methodological
issues and developed a new software package in R - ‘Synthpop’. This involved novel methods for
making inference and for estimating the utility and privacy of the synthetic data [3.4].

Standards and acceptability — GUILD (GUidance for Information about Linking Datasets).
ADRC-S has developed standardised guidance specifying each step of the linkage pathway to
improve the transparency, reproducibility, and accuracy of linkage processes, and the validity of
analyses and interpretation of results. This procedure has become foundational for data linkage
research practice and protocol [3.5].

Developing new data assemblages to characterise populations.

ADRC-S has developed novel methods for assembling data so it can be used to explore key
characteristics of populations. For example, to form an understanding of housing, families and
households (which are not recorded in UK administrative data), we developed the CURL tool
which links Community Health Index and Unique Property Reference numbers. The entire
Scottish population was probabilistically linked to their exact residence enabling people to be
grouped into ‘households’ and the nature of these to be understood, such as whether it is a care
home [3.6]. Work using this proved critical in influencing the Scottish Government’s response to
the COVID pandemic.
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The underpinning research listed was published in highly ranked academic journals (Scopus
citations as of December 2020 shown above), and supported by peer-reviewed grants.
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4. Details of the impact (indicative maximum 750 words)

Administrative Data Enhancements

ADRC-S has developed state-of-the-art ‘administrative data enhancements’ that have led to a
wider and more varied range of linked personal administrative data being made more widely
available. Secure and private by design, these approaches have made this enhanced provision
legally compliant. These innovations have been critical to the development of increased national-
level provision of data in Scotland: “To realise the benefit from data requires us to be able to
safely and quickly share data, and link different streams of data up. Having a clear legal basis for
that is vital, so having [ADRC-S] help shaping a new approach to how we share and link data
has been very influential, including for the development of Research Data Scotland, the new
major data infrastructure in Scotland.” Chief Statistician, Scottish Government [5.1]

These ‘administrative data enhancements’ have had impact in the UK and internationally, being
adopted by national statistical and government agencies, eg the UK Office for National Statistics
(ONS) and Stats Canada. Many of the approaches have been widely accepted across the UK,
such as SafePODs (since 2015) and eDATASHIELD (since 2014), as well as outside the UK in
Europe and America, notably the Synthpop package (since 2014). Collectively these processes
have enhanced the capability and capacity for research within and for Government at multi-
national level.

Functional anonymization and safe research spaces

The concept of functional anonymisation [3.1, 3.2] has been used as the core legal justification
for releasing data for analysis in Wales, England and Scotland. It is a cornerstone concept for
advisory services such as the UK Anonymisation Network [5.2] and the EU ‘datapitch’ [5.3]. It is
now a familiar concept for professional bodies: the International Association of Privacy
Professionals (IAPP) have produced a lawyer's guide to functional anonymization and
pseudonymisation more generally [5.4].

‘Embassy safe research spaces’ [3.1] have been developed for
national organisations such as the ONS and the Welsh Secure
Anonymised Information Databank. The ESRC’s UK Data
Service has significantly extended the locations where
sensitive data can be accessed, from initially 1 or 2 sites to over
25 locations across the UK (eg Oxford, Exeter, University of
Highland and Islands) as SafePODS are rolled out across the
country, significantly reducing travel times and increasing
accessibility and capacity for a wide range of policy-related
research — meaning much more analysis is now possible by the
national organisations cited. [5.5].
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Making useful sensitive personal datasets more widely available.

The ‘Synthpop’ package considerably simplified the process of producing safe and high utility
synthetic versions of otherwise sensitive private data [3.4]. It was made available to practioners
in 2014 and has been downloaded 23,259 times across 129 different countries. Synthpop is
judged “Easy to use, fast and high quality” [5.6]. It has influenced professional development
internationally, eg for regular short courses delivered to at least 250 participants for the Institute
for Employment Research (IAB), Germany. The Distinguised Research at IAB argues “For many
years, one of the major obstacles that prevented many statistical agencies and organisations
from adopting this innovative data protection method [synthetic data], was the fact that no
software tool was available that could help practitioners” and “This changed with the advent of
the synthpop package”, “It lowers the barrier for statistical agencies ...in exploring whether the
synthetic data approach would be a feasible strategy” [5.7]. Users of Synthpop include: Institute
for Employment Research, Germany; Labor Dynamic Institute, Cornell University; and the Open
Source Policy Center, American Enterprise Institute, USA. Synthpop has also enabled creative
engagement with data, eg Statistics Canada used it to produce an analytically-rich synthetic data
file that was used during external ‘codefest’ events. One such ‘codefest’, run in collaboration with
IBM, tested cloud-based tools and international teams produced new visualisation suites for
Statistics Canada linked data [5.8]. It is also used in the private sector, the Head of Data
Science at synthetic data company Hazy explains “One of the projects we were inspired by and
use in our daily activities is Synthpop developed at University of Edinburgh...The simplicity of
Synthpop and the quality of the data generated make it a great resource for industry” [5.9].

Allowing cross country research

The eDATASHIELD approach [3.3] has been used across the UK to allow comparative research
previously proscribed by law. This has allowed, for the first time, research across all three of the
UK’s Census Longitudinal Studies, for example allowing the Scottish Government’s Glasgow
Centre for Population Health in 2016 to better understand ill health in Glasgow through comparison
to similar de-industrialising towns in England [5.10].

Building confidence with data controllers and developing a new policy evidence base.
Through our careful legal and technological underpinning research, the centre has built trust and
acceptability with the public and Government departments and data controllers. This led to
increased data sharing, changing practice, attitudes and standards in the Scottish Government
and the data landscape more broadly. The overall impact has fundamentally shifted access and
approaches to administrative data, unlocking its significant value and building capacity in this area.
The Scottish Government’s Chief Statistician also explains how ADRC-S leadership “has meant a
number of high-profile evidence gaps, such as benefit claimants, veterans or people in the justice
system have been or are being filled, but even more so | think the way you have gone about this
work is starting to change the relationship between Government policy officials and analysts, and
academic experts to be more collaborative” [5.1].

Providing an evidence base for COVID-19 policy.

During the COVID-19 pandemic, it has been paramount for government and health agencies to
have detailed information quickly. In order to understand transmission, it was especially important
to understand who was living together. The ADRC-S measure of households, enabled by the CHI-
UPRN Residential Linkage (CURL) tool meant, for example, Public Health Scotland could provide
Scottish Ministers with information on transmission from hospitals to care homes. The Chief Data
Officer for the Scottish Government comments that “The work you have led in developing tools to
enable administrative data research, such as your work on linking medical data to property
locations (Unique Property Reference Number) ... enables a better understanding of settings,
such as care homes or households, in turn enabling vital COVID-19 research and understanding
for Government.” [5.11]

The CURL tool was used to inform the key Scottish government report ‘Discharges from NHS
Scotland Hospitals to Care Homes’ [5.12a]. In October 2020 the Cabinet Secretary for Health in
Scotland, outlined: “I commissioned this report because it is right that residents, families, staff,
and Parliament, have accurate data and independent analysis on the transfer of patients to care
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homes and the impact that had in those care homes ... The data from this report gives us a better
understanding of the impact of discharges on outbreaks in care homes. We will be taking
forward the recommendations that Public Health Scotland make in their report, and we will
continue to adapt our guidance and the steps we are taking to protect care home staff and
residents in line with the latest data, scientific evidence and clinical advice” [5.12b].
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